This article presents an algorithm for the generation of S-boxes with the maximum algebraic immunity and high nonlinearity. The algorithm is founded method of the permutation of output element of S-box. On basis of the proposed method, S(8 × 8)-box created, with the algebraic immunity 3 (441) and nonlinearity 104. The algorithm given in this article can be used for oscillation of S(8 × 8))-boxes with the increased resistance to algebraic, linear, differential and linear and differential methods of a cryptanalysis, for block symmetric algorithms of encryption.
Introduction
It is known that for determining the reliability of (cryptographic stability) encryption algorithms is required to assess their well-known modern methods of cryptanalysis. This shows that the emergence of a new method of cryptanalysis or development of existing methods of cryptanalysis can affect the cryptographic stability of the encryption algorithms used in practice. Today, algebraic method of cryptanalysis based on solving systems of equations over finite fields, is a modern and rapidly developing methods of cryptanalysis for block symmetric encryption algorithms [4] . As a result of research, experts, it has been proposed option "algebraic immunity" encryption algorithms that allows you to determine the stability (instability) it to the algebraic methods of cryptanalysis. Therefore, the use of encryption algorithms convert with high algebraic immunity, will serve as a basis for ensuring the reliability of its methods to algebraic cryptanalysis. After the introduction of the parameter has become an urgent task for research aimed at creating change, with the maximum algebraic immunity. In developing the new block symmetric encryption algorithms take into account the use of these transformations, with the maximum algebraic immunity, that is, its cryptographic stability to methods of algebraic cryptanalysis. For example, in algorithms of standard STB 34.101.31-2011, GOST R 34.11-2012 and GOST R 34.12-2015 used S-boxes with the maximum algebraic immunity. This article describes the algorithms for generating S-boxes, the maximum algebraic immunity and high degree of nonlinearity.
Generation of S-boxes
It should be noted that as a part of round function the modern block symmetric algorithms of enciphering two following main transformations are used: substitution (S-box) and permutation (P-box) [3, 5] . The main the purpose of the S-box is "hashing of bits" and their use as the main non-linear transformation in round function. P-box to serve "a dispelling of bits" and is the linear transformation. Each S-box transformation is defined over some finite field. S-box represent a S(n × m) wherein the input bit length (n) and output bit length (m). Below is a sample S(4 × 4)-box. where: x -the input sequence in S(4 × 4)-box, y -output sequence with x respectively. For example: S(6) = 9, S(14) = 3.
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Determination of [1, 6] . Let the following system of Boolean equations satisfies S(n × m)-box:
Minimum degree algebraic equation (deg(g)) in the system (2.2) is called an algebraic immunity S(n × m)-box (AI(S)). That is, it can be formally written as follows:
From this it follows that the high value of the parameter AI to S-box provides a high degree algebraic equation system. After introducing the concept of the AI, it has become an urgent task of evaluating the maximum possible value of this parameter for the S-box of fixed length and a minimum number (N T S ) of possible equations in the system. As a result of investigations for solving this problem has been created in the following table indicating the maximum value of the AI and the minimum value of the N T S , depending on the size of S(n × n)-box. Table 1 : Optimal values of AI and N T S for S(n × n)-box
In general it should be noted that if the values AI S-box is less than the possible maximum value or value N T S is greater than the minimum possible value, the S-box does not provide maximum resistance to algebraic techniques of cryptanalysis.
It is known that the linear and differential methods of a cryptanalysis are also the modern methods of a cryptanalysis, for block symmetric algorithms of encryption. For ensuring resistance of an algorithm to the linear cryptanalysis, it is required to use S-boxes with the maximal value of nonlinearity (N(S)), and for ensuring resistance of algorithms to a differential cryptanalysis, it is required to use S-boxes in which the maximal value (δ ) in a matrix of differences is less. Therefore, in algorithms of encryption it is necessary to use those S-boxes in which not only AI value is maximal, but also N(S) value is also maximal, and value δ minimum. There are several methods of creation of the S-boxes having the maximal value of nonlinearity [2] . However, because of the made experiments it became of known that AI(S) and N(S) value for S-boxes would not be at the same time maximum (that is maximality of these values is mutually excluded). This condition demands to solve the following problem:
At what maximal values of the N(S) parameter value of the AI and N T S parameters will be optimum? Solution of this task nonlinearity demands to construct several S-boxes having some high (that is, smaller maximal) nonlinearity and to make the corresponding experiments with them. Because of the carried-out analysis, the following statement are more efficient approach for creation of S-boxes with high values of nonlinearity. Statement [7] . Let, the following equalities for S 1 (nxm) and S 2 (nxm) of boxes are carried out.
Then truly following expression.
It means, according to statements, as a result of permutation among themselves of two elements of the S-box of its value of nonlinearity either decreases on 2 or increases on 2 or does not change. At the same time the statement also follows from this statement the following: if as a result of permutation between itself two different elements S 1 -box having general degree nonlinearity N(S 1 )=a, is present probability of the creation S 2 -box with the common degree nonlinearity equal N(S 2 )=a-2, that as a result of permutation different 4 elements S 1 -box created S 3 -box can have importance with the general degree nonlinearity equal N(S 3 )=a-4. This statement will be a basis for oscillation of S-boxes with different values of nonlinearity. That is, increasing quantity of mutually rearranged elements of the S-box it is possible to reduce value of nonlinearity sequentially. Put into practice experiments with S(8x8)-box it was revealed that at N(S)=104 values, δ =8 the AI and N T S parameters can have optimum degree.
Generally, the algorithm of creation of the S-boxes having such properties has the following sequence of steps:
Input: Certain S(8 × 8) max -box having maximal (that is: N(S)=112) nonlinearity. Follows from this expression that for some S(8 × 8)-box there correspond the N(S)=112, δ =2 and AI=3 parameters, IGS values of this S(8 × 8)-box it will be maximal, that is IGS=1. Besides, the IGS value of the S(8 × 8) example -box is higher than other S(8 × 8)-boxes given in the table.
In Figure 2 .1 the comparative schedule on IGS value of the specified S-boxes is represented. The comparative schedule on IGS value of the specified S-blocks.
Conclusions
The proposed method is based method of permutation of output element of S-box. It allows to find S-box with desired properties. Such S-box can be used in modern symmetric algorithms that demand high level of robustness against various types of attacks.
